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Abstract. Detection of concealed remote optical surveillance systems has become a critical
issue due to ease of deployment of such systems and their ability to transmit video signals
with minimal effort. This work investigates feasibility of using an active laser detection
system to detect optoelectronic surveillance devices under challenging conditions,
including bright daylight. The detection system is based on laser light retroreflection
(the cat-eye effect), which enhances the detection efficiency due to strong back-reflection
of the laser beam from optical components of the observed devices. Typical apertures of
the surveillance systems such as smartphone cameras with diameters up to 2 mm and
photographic lenses with diameters up to 20 mm are analyzed. Maximum detection ranges
for different power levels of the active laser system are evaluated. The numerical modeling
results have shown strong agreement with experimental measurements on real atmospheric
paths up to 200 m. The findings confirm practical potential of active laser detection as an
effective and robust method for counter-surveillance applications.
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1. Introduction

In the context of rapid technological advancement, unau-
thorized use of miniature optical systems, including covert
surveillance cameras, has become a growing concern for
personal privacy, corporate confidentiality, and national
security. These miniature devices are often difficult to
detect with naked eye, making it increasingly important
to develop and implement optical methods capable of
revealing their presence in various environments [1-3].
Retroreflection is widely used in passive safety sys-
tems such as road signs, worker vests, and markings on
vehicles. However, in recent years, this principle has been
increasingly adapted to the optical detection of lenses,
especially miniature camera lenses that are capable of
retroreflecting directed light [4, 5]. Most often, a laser or
focused LED spotlight located next to the camera or in
the same optical unit with it is used for this purpose. As a
result, even microscopic lenses appear as bright spots
against the background of a faintly scattered image [6, 7].
The intensity of the reflected wave is, on average, 2—4
orders of magnitude higher than that from diffuse targets
[8, 9]. The probability of successful lens detection can be
quantitatively described by models of bidirectional retro-
reflection cross section and laser sight detection [10, 11].

Such technologies are of great importance for pro-
tecting private property, banking institutions, government
facilities, as well as in the aviation and defense
industries. For example, when inspecting hotel rooms or
rented apartments, a retro-reflection-based system can
detect a hidden camera in an air conditioner vent,
ventilation opening, or built into furniture. In the corporate
sector, this technology is used to scan for unauthorized
devices in meeting or technical rooms. Mobile detection
systems have already been proposed and tested for
practical counter-surveillance operations [12].

In our previous works [13, 14], we investigated
propagation of light in the atmosphere and interaction of
laser radiation with the open atmosphere, which allowed
us to simulate operation of detection systems in real
conditions. This is critical for practical application for
protecting private territories, buildings, perimeters,
airports, or military facilities, where atmospheric effects
cannot be ignored.

Analysis of the “worst-case” operating conditions of
an active laser detection system, namely operation on a
sunny day over open atmospheric paths, will make it
possible to assess the potential for creating compact
devices that can be employed in the field of protection
against optical espionage. Theoretical evaluations of
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critical parameters, along with real experiments, will help
identify vulnerabilities of such a system and mitigate
them for operation under various conditions.

2. Theoretical background of the retroreflection effect

To describe the process of detecting optoelectronic
devices using retroreflection, the first stage under
consideration is illumination of the scene, in which a
concealed target is located (see Fig. 1).

A laser with the wavelength A and the output power
Py emits uniformly into a solid angle Q. At a distance L,
the objective lens with the aperture d; and the focal
length f; forms a focused spot of the power P; and area S
in its focal plane:
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In this case, a small focal spot of the incident flux
P, with an area S; is formed in the focal plane of the
camera (Fig. 1). The size of this spot is defined by
diffraction at the camera lens aperture and, in the absence
of optical aberrations and phase distortions of the
primary beam in the atmosphere, has the characteristic
radius of an Airy disk and a corresponding area
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The radiation partially reflected by the sensor
matrix from the focal spot area S; comprises both
specular and diffuse components. In the limiting case,
when the specular component is absent or, due to
reflection geometry, does not couple back into the
objective lens, only the diffuse component contributes to
the return signal. The diffuse scattering is assumed to
follow a Lambertian distribution and is emitted into a
solid angle of 2m. Denoting the diffuse reflection
coefficient as m;, the power of the diffusely scattered
radiation recaptured by the objective lens, forming the
effective retroreflection, P,, is expressed as follows:
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Fig. 1. Scheme of laser illuminated camera-object and the
resulting focus spot S} on its sensor.
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Fig. 2. Scheme of camera-detector registering reflected beam
and the resulting focus spot reflection Sj.

The camera lens forms a retroreflex projection of
the focal spot S; toward the primary source at infinity
within a solid angle ;.
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The second stage of detecting optoelectronic systems is
observation. This stage is illustrated in Fig. 2.

The lens of the objective produces a retroreflective
projection of the focused spot S| back toward the laser
within a solid angle ;. Considering the diffuse
scattering coefficient 1y, the retroreflected power is given
as P,. For signal reception, a detector camera with the
focal length f, and the aperture d; is employed. The
retroreflected power P,, defined by the solid angle, under
which the object is observed, enters the aperture and is
focused onto the detector array as a spot with the area .S,.
In this case, it is described by the following expression:

b “dé nh ndfdﬁ
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Retroreflection detection is the most difficult in
sunlight due to strong background light from scattered
solar radiation, as illustrated in Fig. 3, which shows the
‘worst-case scenario’ for optoelectronic systems under
conditions of significant solar background illumination.
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Fig. 3. The effect of sunlight on retroreflection detection.
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The projection of the focal spot Sy (the spot where
the beam is focused on the detector matrix, defined
similarly to S;) onto the observation plane at a distance L
will have an area S, which is expressed as follows:

2 22

S} =SOL—2=1.49“2L . (6)
S0 dy

Solar flux with the spectral irradiance @y

illuminates the observation plane within the detector
spectral range AA. The solar power on the area S, is
Py = ®y,-Sy. The surfaces within S, have the scattering
coefficient 1y and Lambertian behavior. The power of the
scattered background light entering the aperture dy and
focused on the spot S is Pp’ described by the following
expression:
, P, md?
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As a criterion for reliable detection, we assume that
the power of the retroreflex signal must be at least ten
times greater than the background signal observed in
daylight conditions: P, /P1; >10 . Using this criterion,

the minimum source power Py, required for detecting at
the maximum specified distance L,,,x can be calculated as
follows:

Pymin ~ QN L f 1@ 4 d (°d 7, ®)
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3. Theoretical analysis of the retroreflection effect

For analyzing results of theoretical calculations and
experiments, we used two standard types of cameras-
objects:

v’ “small camera™ f; = 5 mm, d; = 2 mm
(standard size of cameras used for covert surveillance or
a mobile phone camera);

v’ “large camera”: f{ = 50 mm, d;, = 20 mm
(standard size of cameras used in everyday photography
and video recording).

In all calculations, the following detector
parameters were used: A~ 1000 nm, dy=5mm, and
@y, =7W/m’. (Solar radiation flux within a spectral
bandwidth of 10 nm at a wavelength of 1 um was
considered. This assumption corresponds to validation of
the theoretical results through an experiment conducted
using a narrowband filter with a transmission bandwidth
of 10 nm and a central wavelength of 980 nm.) Each
solid angle value for the calculations was chosen to cover
the entire range from Q = 107® sr, which stands for almost
perfectly collimated laser beam, to Q=1.22-10" sr,
which represents wide angle diode. To ensure that our
range-and-power estimates remain valid under realistic
daylight conditions, all background-noise and detection-
threshold calculations have been performed using the
ASTM G173-03 reference spectrum for terrestrial
sunlight [15].

3.1. Maximum range L., vs target aperture d,

For both power levels, we hold the beam solid angle Q
fixed at six representative values and sweep the target
aperture from 0.5 to 10 mm.

At Py = 10 W (Fig. 4), the curves exhibit a super-
linear growth, closely following the theoretical scaling
Liax o< dy">. Narrow-angle beams (Q < 107 sr) already
reach several hundred meters when d; exceeds a few
millimeters, while wide beams (Q = 0.1 sr) remain below
100 m even at the largest apertures.

At Py = 100 W (Fig. 5), the same d,'” trend is
preserved, but all the curves shift upward by the factor
~ 1.78. Now, millimeter-scale apertures can push narrow
beams up to and beyond 1 km, demonstrating dramatic
benefit of higher power in conjunction with modest
aperture increases.

These results demonstrate that doubling the target
diameter yields a roughly 2'° =~ 2.82-fold increase in the
range. Meanwhile, increasing P, by a factor of 10 raises
L.x by about 78%.
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Fig. 4. L., =f(d;) at P = 10 W under different laser beam
focusing conditions.

—=—Q=10%sr

——Q=15.10"sr

—+— 0 = 0.006 sr

[——Q = 0.037 sr

3000 Q0 =0.073 sr
0=0122sr

P =100W

2500

1000

500

2x10% 4x107% 6x10°° 8x10°% 1x10°2
d;, m

Fig. 5. L,.x =f(d) at P = 100 W under different laser beam
focusing conditions.
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Fig. 6. P, =f(d,) at fixed L,,,, under different laser beam focusing conditions for small and large camera (from left to right).
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Fig. 7. L., = f(P,) at fixed d; under different laser beam focusing conditions for small and large camera (from left to right).

3.2. Required source power P, vs target aperture d,
for “small” vs “large” camera configurations

We invert the relationship presented above for a fixed
detection range L., = 12.7 m for small cameras and L,
= 126.9 m for large cameras to determine the required
optical power that the laser must deliver as d, varies.

In the “small camera” case (Fig. 6), Py o d; .
Increase in the aperture diameter from 0.5 to 2.5 mm
reduces the required power by more than two orders of
magnitude. However, for wide-angle beams (Q = 0.1 sr),
even a 2.5 mm aperture demands hundreds of watts to
reach the target range L.x.

In the “large camera” case, the same d,™* decline
is observed but with a far lower baseline. Now, a few
watts suffice for solid angles of the order of Q ~ 1072 sr
(the aperture diameter varies from 5 to 30 mm), and even
wide beams become feasible at tens of watts.
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Increasing the receiver aperture size is by far the
most effective way to reduce laser power requirements,
especially in constrained “small camera” systems. Yet,
“large camera” architectures offer an additional orders-
of-magnitude improvement.

3.3. Range L., vs required source power P, for
“small” vs “large” camera configurations

Finally, we plot Py versus L,y for both camera classes at
all six values of Q. Both sets of curves (Fig. 7) confirm
the Pyoc Ly, law.

In the “small camera” case, to double the range from
100 to 200 m would require a 16-fold increase in P,
quickly reaching impractical hundreds of watts for wider
beams. In the “large camera” case, the same doubling
increases the power by the same factor of 16. However,
because of the much lower baseline power, even
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Fig. 8. Detection of a “small camera” at L~ 100 m, P=10 W, Q= 1 107 sr, and A = 980 nm.

Fig. 9. Area with a hidden “large camera” at L =~ 100 m. Detection of the “large camera” at P = 1.5 W, Qo ~ 2-10 *sr, and

A =980 nm.

kilometer-scale detection for moderate divergences
(Q = 107 sr) requires under tens of watts. The fourth-
power dependence of the power on range imposes severe
constraints on long-distance operation. Pairing modest
beam divergences with larger optics is essential to tame
power growth into a practical regime.

4. Experimental verification of the retroreflection effect

To validate the active detection system, experimental
tests under real atmospheric conditions at a distance
L = 100 m during daylight were conducted. A
complementary  metal-oxide-semicondutor (CMOS)
camera equipped with a narrowband filter (10 nm
bandwidth) tuned to the laser wavelength A = 980 nm
was used to detect two types of targets:

v' In the “small camera” case (f; = 5 mm, d; =
2mm, Qy=1-10"sr), the laser operated at a power
Py=10 W (Fig. 8).

v" In the “large camera” case (f; = 50 mm, d, =
20 mm, Q,=2-10"7sr), the laser operated at a power
Py=1.5 W (Fig. 9).

In all the conducted experiments, the retroreflected
signal remained above the detection threshold.

On the left side of Fig. 8, using a camera-detector,
we observe the scene with concealed optoelectronic
sensors — passive detection. The target cameras are not
detected under passive observation. On the right side, we
have active detection — the laser is turned on. The large
bright spot corresponds to the diameter of the laser beam,
and two the brightest points correspond to the two
concealed optoelectronic sensors.

In Fig. 9, similar to Fig. 8, the left side shows the
scene under passive detection. On the right side, we
observe the concealed target thanks to active detection
(the brightest point is circled).

Therefore, the small-camera experiment used
roughly a 5-fold power margin, and the large-camera
experiment used a 40-fold margin relative to the
idealized minimum. The following safety factors are
expected: real-world losses — imperfect optical throughput
at 980 nm, detector quantum efficiency, pointing jitter,
atmospheric absorption and scattering, and background
noise.
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Despite these non-modeled inefficiencies, both
measured points lie well above the theoretical curves and
confirm quartic range scaling. For future system design,
reducing the required Py will demand improved end-to-
end efficiency at the operating wavelength, tighter beam
divergence and/or larger effective apertures. In practical
terms, these results validate our model and quantify the
margins necessary to achieve reliable detection at 100 m
in real-world conditions.

5. Discussion

The results obtained in this work demonstrate that the
proposed active laser-based retroreflection detection
method remains efficient under daylight conditions and
can reliably identify optoelectronic systems with
apertures ranging from 2 to 20 mm. The theoretical
predictions, including the L.« o« d'? and Py oo Loy’
scaling laws, are validated experimentally at a 100 m
atmospheric  path. Nevertheless, several practical
considerations must be addressed to assess full
applicability of the approach in real environments.

5.1. Comparison to other detection methods

Recent literature reports several alternative techniques
for concealed-camera detection. Smartphone-based
systems use the built-in flash or time-of-flight sensors to
induce retroreflection from nearby lenses, offering
portability. However, they are limited to the ranges of a
few meters and strongly depend on the camera rolling-
shutter timing and ambient light [3]. Image-sensor-based
approaches employing CMOS/ToF arrays or avalanche-
photodiode scanning systems [6] can detect lenses with
high spatial resolution, yet they typically require complex
scanning or high-sensitivity detectors to overcome
background illumination.

Compared to these methods, the laser-based
approach studied here ensures significantly larger
detection distances (tens to hundreds of meters) and is
less sensitive to focusing errors, because the cat-eye
return is governed primarily by the target aperture and
divergence of the incident beam. The method also scales
predictably with power and optics size, enabling
quantitative design of field-deployable systems.

5.2. Influence of atmospheric turbulence

Although the experimental results validate the model
under relatively stable conditions, atmospheric turbulence
introduces additional fluctuations to the received signal.
Turbulence leads to beam wander, beam spreading and
scintillation, all of them reducing the average irradiance
on the target and modifying the return flux. Accounting
for turbulence may therefore require implementing
adaptive beam-pointing stabilization or using partially
coherent beams to mitigate intensity fluctuations.

5.3. Detector noise and system limitations

In practical scenarios, the sensitivity of the detection
camera sets an additional constraint. Shot noise, dark

current, readout noise, and limited quantum efficiency at
the laser wavelength reduce the effective signal-to-noise
ratio. The experiments presented here intentionally
operated with a power margin (5-fold for the small-
aperture and 40-fold for the large-aperture configuration)
to overcome losses due to detector inefficiency and
optical throughput. In optimized systems, use of higher-
sensitivity detectors, improved filters, or cooled sensors
could reduce the required laser power, especially for
long-range applications.

Overall, while the laser retroreflection method
demonstrates clear advantages in range and robustness,
its practical performance depends on careful balancing of
beam divergence, power, atmospheric effects, and
detector characteristics. These aspects should be
considered during designing compact operational
systems for counter-surveillance applications.

6. Conclusions

This study analyzes the key parameters that affect the
guaranteed detection of optical systems using the
retroreflex method under daylight conditions.

The analysis focuses on four main factors: laser
output power, beam divergence, aperture diameter of the
concealed camera optical system (target), and detection
range. The minimum required power of the laser
detection system and the maximum achievable detection
distance were determined taking into account influence
of daylight background illumination, which significantly
reduces the guaranteed detection threshold.

It was theoretically shown and experimentally
confirmed that the minimum required source power and
the maximum detection range are related by a fourth-
power dependence. That is, each doubling of the detection
distance requires a sixteen-fold increase in the laser
power. It was established as well that the aperture diameter
of the target optical system appears in the sixth power in
the denominator of the general equation, which explains
why even a slight increase in the target lens aperture can
substantially reduce the required laser power.

Since the minimum power required for detecting a
concealed target is directly proportional to the beam
divergence, a logical recommendation is to minimize
divergence when using low-power laser systems.
However, this approach requires implementation of a
scanning system and precise beam-pointing control.
Quantitative estimates of the active laser detection
system’s performance were made using the ASTM
G173-03 reference daylight spectrum to ensure the
reliability of the results under real-world illumination
conditions.
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XapakTepu3amisi yMOB AeTeKTYBaHHSI MPUXOBAHUX ONTHYHUX CHCTEM CHOCTEPEKEHHS 32 eeKTOM «KOTSUOro
0Ka» 3 JIa3epPHOI0 MiACBITKOIO

JLA. lepxunoascska, SL.I1. Hlapaosuy, A.I'. lep:kunobebkuii, C.B. Xogakoscebkuii, A.M. Herpiiiko

AHoTanisi. BusBiIeHHS NPUXOBAaHUX BIAJAJICHUX ONTHKO-CJICKTPOHHUX CHUCTEM CIOCTEPENKEHHS CTANO BaXKIMBUM
3aBJaHHIM Yepe3 IPOCTOTY iX PO3rOpTaHHS Ta 3/ATHICTh IEpelaBaTH BilCOCHTHAIM 3 MIHIMAIBHUMHU 3YCHIULIMH.
VY nmaHiii poOOTI MOCTIMKEHO MOXIJIHMBICTh BUKOPHUCTAaHHS AKTHBHOI JIa3epHOi CHCTEMHU ISl BHUSBICHHS OITHKO-
CJIEKTPOHHUX MPUCTPOIB CIIOCTEPEIKEHHS B CKIAJIHUX YMOBAX, 30KpeMa 3a SICKpaBoOro JAEHHOTO OCBiTIeHHs. OCHOBOIO
Ja3epHoi cucreMu € edekr perpopeduiekcy, BIIOMHUI SK SPEKT «KOTAYOr0 OKay, SIKHM MiABUIIYE ePEKTHBHICTH
BUSIBJICHHSI 3aB/IIKA CHIILHOMY 3BOPOTHOMY BIIOMTTIO JIA3E€PHOTO My4Ka Bil ONTHYHUX €JIEMEHTIB CIIOCTEPEIKYBAHUX
npuctpoiB. [IpoaHasi3oBaHO THIIOBI aepTypH CUCTEM CIIOCTEPEKEHHS, TaKi K KaMepu cMapT(OHIB i3 JAiaMeTpoM JI0
2 MM Ta QoTorpadiuni 06’ektuBu 3 giameTpom 10 20 MM. OLiHEHO MaKCHMaJIbHI JaJbHOCTI BUSBICHHS IS PI3HHX
PIBHIB TOTYXHOCTI aKTHBHOI Ja3epHOI cHCTEeMH. Pe3ynbraTh 4YHCIOBOIO MOJENIIOBAHHS MOKa3ald BHUCOKY
BIAMOBIHICTh EKCIIEPUMEHTAILHUM BHMIPIOBaHHSM, BHKOHAHUM Ha pealbHHX arMochepHHx Tpacax mo 200 m.
OTpuMaHi pe3ysbTaTd MiATBEPKYIOTh MPAKTUIHUH MOTEHIIaI aKTUBHOTO JIa3€PHOTO BHUSBJIECHHS SIK €(DEKTHBHOTO Ta
HaJIIIfHOTO METO.y JUIsl KOHTPCIOCTEPEKHUX 3aCTOCYBAHb.

KarouoBi caoBa: perpopeduiexc, kamepu cMapTdoHiB, ¢pororpadidni JiH3H, JadbHOCTI BUSABICHHS, aKTHBHA JIa3epHa
crcTeMa BUSBIICHHS.
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